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2021 NSA Cybersecurity Year in Review



WelcomeThe National Security Agency (NSA) formed a Cybersecurity Directorate in 2019 with the charge to prevent and eradicate threats to the United States National Security Systems and critical infrastructure, with an initial focus on the Defense Industrial Base and its service providers. Drawing on NSA s rich information assurance legacy, the Cybersecurity Directorate refocused to meet the demands of the present and the future. It integrated key parts of NSA s Cybersecurity mission such as threat intelligence, vulnerability analysis, cryptographic expertise and defensive operations into a more public-facing organization determined to raise the Cybersecurity bar across government and industry while also imposi

Feb 03, 2022 · even saw how ransomware attacks can restrict our travel and resources and secure our systems, but also to create technical affect our food supply chain. It hit home that cybersecurity is guidance that helps others secure their systems at scale. national security. Since the standup of NSA’s Cybersecurity Directorate in 2019,
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    	Transcription of 2021 NSA Cybersecurity Year in Review


        
    	1 WelcomeThe National Security Agency (NSA) formed a Cybersecurity Directorate in 2019 with the charge to prevent and eradicate threats to the United States National Security Systems and critical infrastructure, with an initial focus on the Defense Industrial Base and its service providers. Drawing on NSA s rich information assurance legacy, the Cybersecurity Directorate refocused to meet the demands of the present and the future. It integrated key parts of NSA s Cybersecurity mission such as threat intelligence, vulnerability analysis, cryptographic expertise and defensive operations into a more public-facing organization determined to raise the Cybersecurity bar across government and industry while also imposing cost on adversaries.
2 While much of the critical work that NSA does to secure the nation cannot be publicly disclosed, this year in Review shares a wealth of information on Cybersecurity efforts that have better equipped the to defend against the highest priority cyber threats from November 1, 2020 through October 31, 2021. Visit to access the report digitally. Provide NSA Cybersecurity with feedback or ask questions by emailing Cybersecurity Protects and DefendsNational Security Systems (NSS)Networks that contain classified information or are otherwise critical to United States military and intelligence activities.
3 It is vital that these networks remain secure to ensure mission readiness of warfighting capabilities as well as protect the nation s most sensitive Department of Defense (DoD) military services and combatant commands as well as government agencies and departments related to national security. The Defense Industrial Base (DIB)Companies that design, develop and produce the Department of Defense s critical systems, platforms and technologies required to defend the nation. If these networks are at risk, so is the from the NSA Cybersecurity Director4 Responding to National Threats and Priorities7 Partnering to Secure Today and Tomorrow10 Sharing Timely, Actionable Guidance12 Protecting the Warfighter and Supporting the Combatant Commands16 Creating Cryptography to Protect Data.
4 Communications19 Defending National Security Systems22 Building a Diverse Workforce That Can Tackle Any Challenge2021 NSA Cybersecurity Year In | @NSAC yber Letter from the NSA Cybersecurity DirectorWhen our insights are brought into a feedback loop with industry and government partners, amazing outcomes are achieved. We create impact far beyond what any of us can do alone. Cyber threats to our nation rose to national consciousness Signals intelligence (SIGINT) is one of our competitive this past year.
5 We felt the real-world consequences that advantages and a primary reason why our partners seek malicious cyber actors can inflict from cyberspace. We saw our insights. We can look into foreign space and see what how malicious cyber actors will infiltrate global supply chains threat actors are doing, including sophisticated nation-state as well as exploit popular applications for ransomware. We actors. We use that information to inform how we manage our even saw how ransomware attacks can restrict our travel and resources and secure our systems, but also to create technical affect our food supply chain .
6 It hit home that Cybersecurity is guidance that helps others secure their systems at scale. national security. Since the standup of NSA s Cybersecurity Directorate in 2019, Our adversaries and cyber criminals continue to push limits we ve released more than 50 actionable Cybersecurity reports. in cyberspace, creating more national security threats than We often collaborate with our Government and Five Eyes we have ever seen. partners to create guidance that stands out from the rest. Our Cybersecurity Advisories have even been implemented Our adversaries are targeting all levels of Government, in national-level strategies to impose cost on our adversaries.
7 Critical infrastructure, industry, academia, private citizens and our allies. This is a shared threat that requires us all to work as When our insights are brought into a feedback loop with industry a coalition with a common goal. As our National Cyber Director and government partners, amazing outcomes are achieved. We Chris Inglis likes to say, If you are an adversary, you will need create impact far beyond what any of us can do defeat all of us to defeat one of us. I also want to mention our one competitive advantage above all Nowhere is that more evident than at NSA s Cybersecurity others: Our people.
8 Our success in evolving NSA s Cybersecurity Collaboration Center. In the last year, we opened the door to a mission to meet today and tomorrow s demands is a credit new facility where experts from NSA, other Government to their expertise and their dedication to securing our nation. agencies and industry partners work side by side outside Their creativity, persistence and audacity make a difference. the NSA fence line to combat cyber intrusions that threaten That s what truly stands out to me when I read this Year in our nation s military capabilities, intellectual property and Review .
9 Thank you to everyone who made this possible. technology. Regards,NSA is no longer No Such Agency, but an open leader in the Cybersecurity community facilitating actionable, bidirectional information sharing with more than 100 Defense Industrial Base partners. These efforts align with our partners at Rob Joycethe Department of Homeland Security Cybersecurity and Rob Joyce Infrastructure Security Agency (CISA), Cyber Command, Director, NSA CybersecurityFBI, elsewhere in the Department of Defense (DoD)
10 And across many other departments and from the NSA Cybersecurity DirectorResponding to National Threats and PrioritiesExposing a supply chain ThreatEarly collaboration and information sharing allowed NSA and industry partners to truly understand the scope NSA continues to provide partners with unique of the threat and protect the nation s most sensitive Cybersecurity insights through its foreign signals systems. NSA analyzed adversary intent and tradecraft, intelligence (SIGINT) mission.
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			OCCUPATIONAL SAFETY and HEALTH …

			media.defense.gov
			occupational safety and health training for personnel. 8. Management Information System The Coast Guard will set up a management information system to …

			   Health, Safety, Occupational, Occupational health and safety

		

	

	
				
					

		
			Logical and Physical Access Controls at Missile …

			media.defense.gov
			Technical Information ... 2016, the MDA Director provided testimony to the House Armed Services Subcommittee on Strategic Forces expressing concern about …

			   Services, Information, Technical, Dreams, Technical information, Armed services

		

	

	
				
					

		
			Report No. DODIG-2018-094: Logical and Physical …

			media.defense.gov
			provided testimony to the House Armed Services Subcommittee on Strategic Forces ... • transferring controlled technical information to personal
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			Air University - United States Department of Defense

			media.defense.gov
			ix Note on Changes to the Second Edition Nine years have passed since publication of the first edition of AU-1, Air University Style and Author Guide, which replaced the Air University …

			   First, University, Air university

		

	

	
				
					

		
			Improvements Needed to Strengthen the Defense …

			media.defense.gov
			To obtain additional copies of this report, visit the Web site of the Department of Defense ... DMDC Defense Manpower Data Center IA Information Assurance IAO Information Assurance Officer ... responsibilities, personnel in IA positions could

			   Center, Data, Defense, Responsibilities, Manpower, Dmdc, Dmdc defense manpower data center

		

	

	
				
					

		
			The Development of the B-52 and Jet Propulsion

			media.defense.gov
			Foreword The B-52 and Jet Propulsion: A Case Study in Organizational Innovation is a coherent and nonpolemical discussion of the revolution in military affairs, a hot topic in the national security arena.

			   Development, Propulsion, Jet propulsion, The development of the b 52

		

	


                
                
	
				
					

		
			SUMMARY - media.defense.gov

			media.defense.gov
			The 2018 Department of Defense Cyber Strategy represents the Department’s vision for addressing this threat and implementing the priorities of the National Security Strategy National Defense Strategyand for cyberspace. It supersedes the 2015 DoD Cyber Strategy. The United States cannot afford inaction: our values, economic competitiveness ...

			   Security, National, Strategy, Cyber, Cyber strategy, National security strategy national

		

	

	
				
					

		
			Evaluation of the Department of Defense Combating ...

			media.defense.gov
			specific Combating Trafficking in Persons training for certain job functions. Recommendations, Management . Comments, and Our Response. Recommendation 1. Under Secretary of Defense for Personnel and Readiness, publish updated Department of Defense Combating Trafficking in .

			   Combating, Trafficking, Persons, Combating trafficking in persons, Combating trafficking

		

	

	
				
					

		
			MILITARY BONUS PROGRAM - United States Department of …

			media.defense.gov
			COMDTINST M7220.2 3 (NEPA), Council on Environmental Policy NEPA regulations at 40 CFR Parts 1500-1508, DHS and Coast Guard NEPA policy, and compliance with all other environmental mandates.

			   Military, Bonus, Military bonus

		

	


                
                
	
				
					

		
			Casting Net Assessment - United States Department of Defense

			media.defense.gov
			Lieutenant Colonel, USAF 16 Casting Net Assessment Andrew W. Marshall and the Epistemic Community ... Casting net assessment : Andrew W. Marshall and the epistemic community of the Cold War / John M. Schutte, Lieutenant Colonel, ... Mr. Barry Watts and Dr. Mie Augier are both fonts of knowledge and research

			   Assessment, Colonel, Casting, Barry, Lieutenant, Lieutenant colonel, Casting net assessment
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			USD(R&E) Strategic Vision and Critical Technology Areas

			www.cto.mil
			complex, ranging from sophisticated cyber-attacks to supply chain risks, and from defending against hypersonic missiles to responding to biological threats. In an ever shifting and fast moving global environment, technological advantage is not stagnant and the Department cannot

			   Supply, Chain, Atingsa, Supply chain, Attacks, Defending, Defending against

		

	

	
				
					

		
			Annual Review 2021

			www.ncsc.gov.uk
			An international supply-chain data breach emanating from a compromise of SolarWinds was one of the most significant incidents that the NCSC dealt with over the last year. This attack involved one of the world’s most popular IT system management platforms being breached by the Russian Foreign Intelligence Service and is an important

			   Supply, Chain
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