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    	1 Department of Homeland SecurityOffice of Inspector GeneralTSA's Security Screening Procedures for Employees at orlando International Airport and the Feasibility of 100 Percent Employee Screening (Revised for Public Disclosure) (Redacted) OIG-09-05 October 2008 Office of Inspector General Department of Homeland Security Washington, DC 20528 October 28, 2008 Preface The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by the Homeland Security Act of 2002 (Public Law 107-296), by amendment to the Inspector General Act of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our oversight responsibilities to promote economy, efficiency, and effectiveness within the Department .
2 In response to a congressional request from Representative Bennie G. Thompson, Chairman of the House Committee on Homeland Security , and Representative Ric Keller, our report addresses the strengths and weaknesses of the Transportation Security Administration s oversight of Security -screening procedures for airport employees with access to secure areas of an airport. It is based on interviews with employees and officials of relevant agencies and institutions, direct observations, and a review of applicable documents. The recommendations herein have been developed to the best knowledge available to our office, and have been discussed in draft with those responsible for implementation. It is our hope that this report will result in more effective, efficient, and economical operations. We express our appreciation to all of those who contributed to the preparation of this report. Richard L. Skinner Inspector General Table of Contents/Abbreviations Executive Results of Review.
3 8 Security Breach at the orlando Airport Highlights the Need for Additional TSA Situational Awareness and Management Oversight Capabilities ..9 TSA Needs to Improve its Initial Situational Awareness Management Comments and OIG Analysis ..17 TSA Needs Changes to Improve Security and Its Regulatory Oversight of Non-TSA Airport ..19 Management Comments and OIG Analysis ..23 100 Percent Airport Employee Screenings Raises Feasibility Vulnerabilities Would Persist With 100 Percent Airport Employee Achieving an Integrated, DHS-Wide Perspective on Security at Airports Is Needed ..32 Management Comments and OIG Analysis ..34 Conclusion ..35 Appendixes Appendix A: Purpose, Scope, and Appendix B: Management Comments to the Draft Report ..38 Appendix C: TSA s List of Disqualifying Criminal Offenses (49 CFR (d))..46 Appendix D: Airport Appendix E: Major Contributors to this Report.
4 51 Appendix F: Report Distribution ..52 Abbreviations ADASP Aviation Direct Access Screening Program DHS Department of Homeland Security FAM Federal Air Marshal MCO orlando International Airport OIG Office of Inspector General SIDA Secure Identification Display Area SJU Luis Munoz Marin International Airport, San Juan, Puerto Rico TSA Transportation Security Administration VIPR Visible Inter-Modal Protection and Response OIG Department of Homeland Security Office of Inspector General Executive Summary At the request of Representative Bennie G. Thompson, Chairman of the House Committee on Homeland Security , and Representative Ric Keller, we reviewed the events surrounding a March 5, 2007, Security breach at the orlando International Airport in Florida. The breach involved two Comair Airline employees who smuggled 14 firearms and 8 pounds of marijuana onboard a Delta Airlines commercial airplane bound for San Juan, Puerto Rico.
5 Specifically, we assessed (1) the actions, events, and communication surrounding the incident; (2) the Transportation Security Administration s current oversight of airport employees; and (3) the feasibility of 100% airport employee screening for individuals accessing an aircraft or the secure areas of an airport. The Transportation Security Administration has made improvements to address vulnerabilities associated with the insider threat highlighted by the March 5, 2007, incident. These improvements include the widespread implementation of two random and deterrent-based screening programs: the Aviation Direct Access Screening Program and the Visible Intermodal Protection and Response Program. In addition, the Transportation Security Administration started conducting Security Threat Assessments of airport employees to assess whether workers have ties to terrorism or are in violation of immigration and admissibility laws.
6 Even with these improvements, the orlando incident revealed the need for additional changes. Specifically, the Transportation Security Administration needs improvements in its ability to obtain and maintain situational awareness of incidents, as well as updating its regulatory framework that governs airport employee conduct. These changes are necessary before a decision is made about implementing 100% employee screening. We are making six recommendations to assist the Transportation Security Administration in improving the overall Security posture at airports. In response to our report, the Transportation Security Administration has proposed plans and actions that, once implemented, will reduce a number of the deficiencies we identified. The Transportation Security Administration concurred with all six recommendations. TSA s Security Screening Procedures for Employees at orlando International Airport and the Feasibility of 100 Percent Employee Screening Page 1 Background On March 5, 2007, two Comair Airline employees from orlando International Airport (MCO) in Florida successfully smuggled 14 firearms and 8 pounds of marijuana aboard Delta Airlines Flight #933 bound for Luis Munoz Marin International Airport (SJU) in San Juan, Puerto Rico.
7 Both individuals were later arrested; one in Puerto Rico upon the flight s arrival, and one in orlando the following day. On March 8, 2007, Representative Ric Keller requested that we review the Transportation Security Administration s (TSA) role in the events surrounding this incident, to determine whether the absence of specific screening policies for airport employees facilitated this Security breach. On March 26, 2007, Representative Bennie G. Thompson, Chairman of the House Committee on Homeland Security , contacted us with a similar request. After considering both requests, we agreed to review the incident, as well as assess the Security -screening procedures for non-TSA employees working at federalized airports nationwide. During subsequent discussions with congressional staff, we agreed to focus on three questions: Did TSA policies cause MCO to be susceptible to Security breaches, particularly involving the introduction of prohibited items into any secure areas of the airport?
8 What is the overall effectiveness of TSA s oversight of airport employees? What is the feasibility of implementing 100% airport employee screening for individuals accessing an aircraft or the secure areas of an airport? Currently, Congress is pursuing the 100% airport employee screening issue. In March 2007, 1413 was introduced by Representative Nita Lowey. This bill calls for TSA to implement a pilot program to screen all airport workers with unescorted access privileges to secure areas at seven airports. In April 2007, a similar bill, S. 1095, was introduced by Senator Charles Schumer. This bill calls for TSA to screen all individuals who have access to the secure areas of airports. This would include airport employees, commercial airline carrier employees, contractors, and vendors. Neither bill was enacted during our fieldwork. On December, 26, 2007, the President signed the Consolidated Appropriations Act of 2008, which mandates TSA evaluate 100% TSA s Security Screening Procedures for Employees at orlando International Airport and the Feasibility of 100 Percent Employee Screening Page 2 employee screening at three airports and assess alternative employee screening measures at four other airports.
9 Congress provided TSA $15 million for this pilot program, which was scheduled to run from May 2008 through July 2008. The three airports participating in the 100% employee screening pilot program were Boston Logan International Airport in Massachusetts, Craven Regional Airport in North Carolina, and Jacksonville International Airport in Florida. The four airports piloting alternative screening measures were Denver International Airport in Colorado, Kansas City International Airport in Missouri, Mahlon Sweet Field Airport and Southwest Oregon Regional Airport in Eugene and North Bend, Oregon respectively. TSA s Current Oversight and Screening of Non-TSA Airport Employees TSA has more than 1,200 Transportation Security Inspectors who conduct oversight by inspecting airport, airline, and cargo Security operations for compliance with applicable regulations. These inspections are scheduled, conducted randomly, and may include one or all of the Security elements required by TSA.
10 TSA s oversight of non-TSA airport employees covers a number of different areas, including an airport s Security program, its badging process, and challenge program. Since March 2007, TSA has also developed three additional Security programs that focus on airport employee screening. The Aviation Direct Access Screening Program (ADASP) is a random and deterrence-based program; and the Visible Intermodal Protection and Response (VIPR) Program, is a TSA response capability that may be random as a deterrent, or may be targeted. The third program is TSA s Security Threat Assessment vetting. Airport Security Programs and Related Employee Oversight Elements Title 49 USC 1542; Airport Security , requires that each airport serving domestic and foreign commercial air carriers have an airport Security program. This program must provide for the safety and Security of persons and property against acts of criminal violence, aircraft piracy, and the introduction of unauthorized weapons, explosives, or incendiaries onto an Of the 21 1 49 CFR TSA s Security Screening Procedures for Employees at orlando International Airport and the Feasibility of 100 Percent Employee Screening Page 3 elements required of all airport Security plans, 3 directly relate to the oversight of airport employees the certification of access control systems, criminal history records checks, and the use of personnel identification Certification of Access Control Systems An airport s access control system is required to ensure that only those individuals authorized to have unescorted access into the secured areas are able to gain entry.
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