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NON-TRADITIONAL SECURITY THREATS IN THE 21ST …
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    	Transcription of NON-TRADITIONAL SECURITY THREATS IN THE 21ST …


        
    	1 NON-TRADITIONAL SECURITY THREATS IN THE 21ST CENTURY: A REVIEWDIVYA SRIKANTH*Rajaratnam School of International StudiesBlk S4, Level B4, Nanyang Avenue Singapore 639798 The world underwent seismic shifts in the 20th century in the form of two resource-draining world wars, the creation of a bipolar world order, numerous proxy wars, end of the Cold War and emergence of the US as the sole superpower. However, in the 21st century, the rise of non-state actors, impact of intra-state conflicts, degeneration of the environment, sweeping demographic changes and the rapidly burgeoning cyber-warfare arena have replaced inter-state wars as the main THREATS to a nation s SECURITY in the 21st Codes: F51; H56; words: NON-TRADITIONAL SECURITY THREATS ; Non-state Actors; Demographic Changes; Cyber-warfare; Climate Change.
2 Civil IntroductionUnlike the preceding centuries, in which the gravest SECURITY THREATS that a nation-state faced were invariably the armies of other states, in the 21st century, this is no longer the case. The emergence of a number of non-state actors, such as terrorist networks, drug cartels and maritime piracy networks, and intra-state conflicts ( civil wars) have assumed importance as new-age THREATS to the national SECURITY of present-day states. Apart from such non-state and transnational actors, the impact of environmental degradation on the future of the nation-state, especially the implications of global climate change, has emerged as a credible and serious threat to the future existence of modern-day nation-states.
3 Demographical changes, such as an aging and/or shrinking population, especially acute in the Western developed countries, have emerged as the one social factor that might influence global power politics in the future. Finally, technological advancements in the 21st century, particularly with respect to the Information and Communication Technology (ICT) revolution, have facilitated the emergence of cyber-warfare and cyber-espionage, triggering the slow shift of the battlefield from land, air and sea to cyberspace. International Journal of Development and Conflict4(2014) 60 68 Email: Divya Srikanth.
4 Licensed under the Creative Commons Attribution-NonCommercial License SECURITY THREATS in the 21st century: A review 612. Rise of Non-state ActorsThe world underwent seismic shifts in the 20th century in the form of two resource-draining world wars, the creation of a bipolar world order, numerous proxy wars, end of the Cold War and emergence of the US as the sole superpower. The formation of the United Nations in the aftermath of World War 2 and its ensuing proclamation that the military forces of member-states could be deployed only for self-defense, collective self-defense or collective SECURITY , as identified and legitimized by passing a UN resolution, has resulted in effective outlawing of the use of offensive military force by the UN member-states.
5 According to World Bank, the frequency of inter-state and civil wars has now reduced, in comparison with those that were fought in the 20th century. When the UN was established, it was primarily structured to deal with states. However, modern conflict is no longer restricted to only wars between the military forces of states. The rise of organized crime networks ( drug cartels) and terrorist groups in the 21st century has led to a scenario where such non-state actors pose a greater threat to a state s national SECURITY than the military forces of other Transnational organized crime networks are especially a potent threat to a state s national SECURITY because of a number of reasons.
6 The World Bank (2013) defines an organized crime network as one that uses force and coercion for pursuit of wealth by criminal means. Thus, going by this definition, international drug cartels, arms smuggling groups and maritime piracy networks can be classified as some of the major organized crime networks. Drug cartels have especially gained importance in the last few decades because of their greater access to resources (both financial and organizational) and use of sophisticated technological advancements in order to improve their risk management strategies and thus evade capture by the state SECURITY agencies.
7 Organized crime networks usually mushroom and thrive in weak or failed states (mostly underdeveloped and developing countries), which are characterized by ineffective government control, poor law and order control situation, weak regulatory framework for protecting business activities and a corrupt judiciary. Because these networks are non-state actors, by default, they do not conform to the international laws and treaties that govern a state in its use of force. Non-state actors are neither limited by territorial boundaries, nor do they recognize the concept of sovereignty.
8 As a result, international drug cartels and illegal arms sales networks flout all international rules during their operations. They also use bribery as an effective instrument to attract and/or coerce the very personnel who are employed by the state to combat them. Since state SECURITY agencies and police forces in developing and impoverished countries are more susceptible to the lure of bribes, such organized crime networks thrive well in these regions. However, this is not to arrive at the conclusion that organized crime operations flourish only in these regions.
9 The US and European Union serve as the two biggest markets for drugs, and the drug cartels can reap in profits by exclusively focusing on these markets alone. A number of states are involved during the trajectory from production to reaching the final destination, categorized by Williams (2014) as follows: home state (where the drug originates), the transshipment states (which can be one or more states that are involved in the transit of the drug shipments), 62 D. Srikanththe host or market states and the service state (which usually act as safe havens for illegal financial transactions).
10 The same applies for other organized crime networks such as arms smuggling or the transport of illegal migrants. Thus the networks flout the sovereignty of not one, but many states and also may bribe the authorities involved of multiple states in the process, thereby extending their web of influence and threatening the national SECURITY of multiple states at the same time. It has become increasingly difficult for the state authorities to nab the leaders of such networks. One reason is institutionalized corruption in the state system ( in Colombia), which ensures the protection of the leaders.
 Show more

 
    






	
    	Related documents

    	
	
				
					

		
			Wireless LAN Security Threats & Vulnerabilities

			thesai.org
			security of a wireless LAN still remains the top concern in the home and corporate network. This paper discusses the vulnerabilities and security issues pertaining to the IEEE 802.11 security standard and describes major well known attack/threats to the home and enterprise wireless LAN system. The remainder of the paper is organised
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			Common Cyber Threats: Indicators and Countermeasures

			securityawareness.usalearning.gov
			Common Cyber Threats If you suspect you may have been a target of any of the threats included here, or have been targeted by any other cyber threat, report it to your FSO or security point of contact immediately.
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			Pipeline Security Guidelines

			www.tsa.gov
			operator to address and document the organization’s policies and procedures for managing security related threats, incidents, and responses. In addition, each operator should: • Develop a corporate security plan as described in Section 3; • Ensure sufficient resources, to include trained staff and equipment, are provided to
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			Guidance on Risk Analysis Requirements under the HIPAA ...

			www.hhs.gov
			Jul 14, 2010 · protect against reasonably anticipated threats or hazards to the security or integrity of e-PHI. Risk analysis is the first step in that process. We understand that the Security Rule does not prescribe a specific risk analysis methodology, recognizing that methods will vary dependent on the size, complexity, and capabilities of the organization.
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			Category A and B Biological Agents - Centers for Disease ...

			www.cdc.gov
			include organisms that pose a risk to national security because they can be easily disseminated or transmitted from person to person; result in high mortality rates and have the potential for major ... • Water safety threats (e.g., Vibrio cholerae, Cryptosporidium parvum)
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			Security Threats, Challenges, Vulnerability and Risks

			www.eolss.net
			security threats, challenges, vulnerabilities and risks have been reconceptualized during the 1990s and in the new millennium. Below, first the etymological origins, the synonyms and meanings of the four terms “threats, challenges, vulnerabilities and risks” in …
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