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    	Transcription of SCIF TEMPEST Checklist CLASSIFIY ACCORDING TO ...


        
    	1 Page 1 of 7 SCIF TEMPEST Checklist Organization Name: FFC Date: CLASSIFIY ACCORDING TO classification AUTHROITY Checklist Contents Section A: General Information Section B: SCIF Equipment/Systems Section C: Information Processing Attachments NOTE: Maps Include Compass with True North indicated External Map 1. Scale Drawing of SCIF location within the base/post/compound city of its you are on a military base/post, a government controlled facility/area or a compound/campusthat is solely controlled by your company with a 24 hour guard force, indicate the between the building and the closest boundary of the compound in in meters to the boundaries in each cardinal direction ( East, West, North andSouth).
2 Drawings or maps of the location of the post/base/facility/area/campus/compound inrelationship to the nearest If you are not in a controlled area indicate the in meters from the SCIF perimeter to the closest limit of SCIF s inspect ablespace boundary2. Show the locations of any areas within 100 meters of the SCIF which are occupied by Foreign Nationalsor controlled by Foreign Entitles/Companies that are not readily accessible by SCIF personnelInternal Map 1. Scale drawings or maps of the location of your SCIF within the building or facility that it resides2.
3 Provide floor plans of the SCIF itself and provide the and identify by manufacture, model, type, and level of classification of any equipmentthat is electronically processes unencrypted National Security Information (NSI). For largefacilities, this list can be placed on a separate spread sheet and numbers/symbols can be used inthe Location of all Signal Line Distribution Systems, telephone instruments, line and power filtersand/or isolators, signal ground points, and identity of lines, cables and other metallic conductors which leave the SCI area,including telephone, power, signal, alarm lines, pipes, air ducts, If the SCIF is located in a Multi-story building NOT entirely controlled by the US government.
4 Includethe plan of the entire floor and identify the occupants of the other Provide the names of the occupants on the floors above and any foreign : GSA facilities are not exempt from the above requirement. 4. Indicate whether the SCIF shares a common wall with any non-government organizations. If so, listthem and show their locations on the diagram and Indicate identity of all signal lines and signal distribution systems within the them as BLACK or RED and include all telephone lines, signal lines, alarm lines, If applicable, indicate where they leave the SCIF where the leave they SCIF how the locations of all filters, Isolators and amplifiers classification CLASSIFICATIONPage 2 of 7 Section A: General Information 1.
5 SCIF DataOrganization/Company Name SCIF Identification Number (if applicable) Organization subordinate to (if applicable) Contract Number & Expiration Date (if applicable) Concept approval Date/by (if applicable) Cognizant Security authority (CSA) Defense Special Security Communication System Information (if applicable) DSSCS Message Address DSSCS INFO Address If no DSSCS Message Address, please provide passing instructions 2. SCIF LocationStreet Address Building Name Floor(s) Suite(s) Room(s) # CityBase/Post State/Country Zip Code 3.
6 Mailing Address (if different from SCIF location)Street or Post Office Box City State Zip Code 4. Responsible Security PersonnelPRIMARY ALTERNATE NameCommercial PhoneDSN PhoneSecure PhoneSTE Other PhoneHomeSecure FaxCommand or Regional Special Security Office/Name (SSO) (if applicable) Commercial PhoneOther Phone /CSASTST classification CLASSIFICATIONPage 3 of 75. E-Mail Address of Responsible Security PersonnelClassified Network/System Name & Level Unclassified Network/System Name Other Network/System Name Section B: SCIF Equipment/Systems Lines and Signal Distribution SystemsProvide a floor plan diagram that show the location, routing and identity of all signal lines and signal distribution systems within the SCIF.
7 Identify them as BLACK or RED and include all telephone lines, signal lines, alarm lines, etc. If applicable, indicate where they leave the SCIF area and show the locations of all filters, Isolators and amplifiers. there any Signal Lines/Signal Distribution systems that exit the SCIF? Yes No, skip to Yes, what type of lines exit theSCIF?d. Fiber Optic (skip to 2) e. Coaxial they are Coaxial or Copper wires, is there any kind of Filter or Isolation deviceinstalled on them? Yes NoIf Yes, what type of device is used in the system?
8 If needed, use additional sheets. Make Model # Location If No, describe each Signal Lines/Signal Distribution Systems. Where it does each Signal Lines/Signal Distribution Systems go? What does each Signal Lines/Signal Distribution Systems connect to outside the SCIF? What is the composition of line? How many lines Additional Information classification CLASSIFICATIONPage 4 of Lines and Power Distribution there any Power Lines/Power Distribution Systems that exit the SCIF Yes No If Yes, provide a diagram showing where it exits the SCIF.
9 If No, skip to item 3. do the power lines leave the does the power line connect to outside the the power come from a host nation source Yes the power come from a US controlled generator Yes NoDescribe the material composition of the line, the number of lines and the voltages involved , Ventilation and Air Conditioning (HVAC) Systems; Water Pipes; Gas Pipes, SprinklerSystems, a diagram indicating their exits from the SCIF. If there are any grounding mitigations, please indicate on the diagram. Are wave guides installed? Do ventilation ducts/pipes penetrate the SCIF perimeter?
10 (Ref: Chapter 3G) Yes NoDescribe each HVAC Systems or pipe. Please explain in detail: path, connections in/outside of the SCIF, composition of the vent or pipe, size, accessibility, etc.: Are there any grounding mitigations? Yes NoIf Yes, describe: Are any wave guides installed Yes NoIf Yes, describe: classification CLASSIFICATIONPage 5 of Transmission/Reception Device:Submit floor plans of the SCIF showing the transmitter locations, signal and power line routing and the identity of all system components installed within the SCIF.
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			The National Intelligence United States of America …

			www.dni.gov
			The National Intelligence Strategy of the United States of America 2014. The National Intelligence Strategy of the United States of America. 1 Foreword James R. Clapper Director of National Intelligence I’ve often said publicly that we are facing the most diverse set of threats I’ve seen in my 50 years in the intelligence business. That’s true. …

			   United, States, Intelligence, National, Strategy, America, United states of america, National intelligence strategy

		

	

	
				
					

		
			Global Trends 2015 - DNI

			www.dni.gov
			13 December 2000 From the Director of Central Intelligence I am pleased to introduce Global Trends 2015, which takes a look at the world over the next 15 years from the perspective of the national security policymaker.

			   Global, Trends, 2015, Global trends 2015

		

	

	
				
					

		
			INTELLIGENCE COMMUNITY POLICY GUIDANCE

			www.dni.gov
			intelligence community policy guidance number 704.2 personnel security adjudicative guidelines for determining eligibility for access to sensitive compartmented information

			   Policy, Intelligence, Guidance, Community, Intelligence community policy guidance

		

	


                
                
	
				
					

		
			Background to “Assessing Russian Activities and …

			www.dni.gov
			This report is a declassified version of a highly classified assessment; its conclusions are identical to those in the highly classified assessment but this version does not include the full supporting information on key elements of the influence campaign.

			   Assessment

		

	

	
				
					

		
			Status Report on the Implementation of - dni.gov

			www.dni.gov
			3 Status Report on the Implementation of Executive Order 13698 Hostage Recovery Activities Introduction This National Counterterrorism Center (NCTC) report evaluates U.S. Government (USG)

			   Report, Implementation, Status, Status report on the implementation of

		

	

	
				
					

		
			GUIDEINSIDER THREAT - dni.gov

			www.dni.gov
			insider threat programs consistent with mission needs. While every D/A with access to classified information must adhere to the requirements set forth in the Policy & Standards, the NITTF realizes that this effort cannot have a “one size fits all” approach.

			   Insider

		

	


                
                
	
				
					

		
			GUIDEINSIDER THREAT - DNI

			www.dni.gov
			the insider threat mission is a dynamic effort requiring constant evaluation, fresh perspectives, and updated approaches.

			   Threats, Insider, Guideinsider threat, Guideinsider

		

	

	
				
					

		
			2016 - dni.gov

			www.dni.gov
			Protect Your Organization... 3 The steps to reduce the risk can be low-cost and include practical changes to current management practices that are drawn …

			   Your, Protect, Protect your

		

	

	
				
					

		
			GLOBAL TRENDS PARADOX PROGRESS - dni.gov

			www.dni.gov
			PARADOX O F PROGRESS A publication of the National Intelligence Council GLOBAL TRENDS JANUARY 2017 E/ îìíósììí ISBN 978-0-16-093614-2 To view electronic version:

			   Global, Trends, National, Council, Global trends, The national, Council global trends

		

	


                
                
	
				
					

		
			Approved for public release by the ODNI 20160415 - dni.gov

			www.dni.gov
			Approved for public release by the ODNI 20160415 United atetas Intelligence Survellianca Court JUN 18 2015 LeeAnn Flynn Hall, Cleric of Court

			   Public, Release, Approved, Dion, Approved for public release by the odni 20160415, 20160415
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			PROTECTED DISTRIBUTION SYSTEMS (PDS)

			www.dss.mil
			PROTECTED DISTRIBUTION SYSTEMS (PDS) ... (NSTISSI) 7003, Protected Distribution Systems, dated 13 December 1996. 3. Additional copies of this Instruction may be obtained from the CNSS Secretariat or the ... CTTA will provide the AO the TEMPEST requirements for the PDS based on the technical

			   System, Distribution, Protected, Tempest, Protected distribution systems, The tempest

		

	

	
				
					

		
			PREP YOUR STUDENTS FOR THE SHOW– …

			www.calshakes.org
			background and activities provided in this Teacher’s Guide, The Tempest: Such Stuff as Dreams Are Made On. The guide’s title is taken from a speech of Prospero’s: “We are such stuff that dreams are

			   Guide, Your, Students, Teacher, Prep, Prep your students for the, Teacher s guide, Tempest, The tempest

		

	

	
				
					

		
			The Tempest 1 THE TEMPEST, - Rutgers University

			andromeda.rutgers.edu
			The Tempest 1 THE TEMPEST, OR THE E n c h a n t e d I s l a n d. A COMEDY. PREFACE TO THE ENCHANTED ISLAND. The writing of Prefaces to Plays was probably invented by some very

			   Tempest, The tempest 1 the tempest

		

	


                
                
	
				
					

		
			ESSENTIALS TEMPEST II - Zephyr Ventilation

			docs.zephyronline.com
			TEMPEST II PRO-STYLE WALL ESSENTIALS ZEPHYRONLINE.COM Designed with professional-grade per-formance and seamless contours, the wall-mount Tempest II gives you seri-ous cooking power, with 650-CFM or 1,200-CFM blower options. Equipped with dishwasher-safe, high-airflow

			   Essential, Tempest, Essentials tempest ii, Tempest ii

		

	

	
				
					

		
			SST SDIP-55 NATO TEMPEST Standard Introduction

			sst.ws
			NATO SDIP-55 TEMPEST Standard COMMERCIAL IN CONFIDENCE 1 Introduction This document provides an introduction to the NATO SDIP-55 TEMPEST Standard.

			   Standards, Tempest, Tempest standard

		

	

	
				
					

		
			Designing Power Supplies Intended For TEMPEST …

			surflibrary.org
			Designing Power Supplies Intended For TEMPEST Equipment Bruce C. Gabrielson, PhD Security Engineering Services PO Box 550 Chesapeake Beach, MD 207324 Introduction Power supply design is the least often considered part of TEMPEST engineering work, and is

			   Services, Security, Introduction, Engineering, Beach, Tempest, Chesapeake, Gabrielson, Phd security engineering services, Chesapeake beach, Md 207324 introduction, 207324

		

	


                
                
	
				
					

		
			Operation Manual - Dave Smith Instruments

			www.davesmithinstruments.com
			Operation Manual. Analog Drum Machine i Operation Manual by Roger Linn and Andrew McGowan Version 1.0 September 2011 ... Tempest is a professional drum machine that generates its sounds using six powerful analog synthesis voices. It runs an innovative, performance-oriented

			   Manual, Operations, Operation manual, Tempest

		

	

	
				
					

		
			Productive Distribution Systems - Defense Security …

			www.dss.mil
			protective distribution systems (pds) this document provides minimum standards, further implementation may be required by your department or agency nstiss national security telecommunications and information ... tempest countermeasures in accordance with reference c, and d. 10.

			   Security, Distribution, Defense, Protective, Tempest, Defense security, Protective distribution

		

	

	
				
					

		
			TEMPEST Introduction - SST:Rugged, TEMPEST & …

			sst.ws
			TEMPEST is concerned with only the emitted radiation (both radiated and conducted) and whether the signal is ‘information bearing’. TEMPEST is defined as the study of the unintentional emission of protectively marked

			   Introduction, Tempest, Tempest introduction

		

	


                
                
	
				
					

		
			TEMPEST version 6 - …

			cuervo.eecs.berkeley.edu
			Introduction 8 of 39 TEMPEST version 6.0 any intensity and phase profile such as that calculated from SPLAT9 or other computer programs. TEMPEST parses topography information from an input file which can be

			   Version, Tempest, Tempest version
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