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Secondly, an Australian Defence Force review into social media stated that the U.S. policy, guidelines, and training are the “international best practice.” 14 Given a set of vulnerabilities, threat actors, and mitigations, the model illustrates a range
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2 About the Author Wing Commander Poxon is a Royal Australian Air Force pilot. After completing Pilot s Course in 2002, he was posted to 37 Squadron at RAAF Richmond where he qualified as a C-130J-30 Hercules pilot. During a six-year posting at 37 Squadron and 285 Squadron, Wing Commander Poxon conducted operational deployments to Timor-Leste, Cyprus, Solomon Islands, Iraq, and Afghanistan. Promoted to Squadron Leader in 2010, he remained at 37 Squadron as a Flight Commander where he commanded multiple deployments to Iraq and Afghanistan. In 2014, Wing Commander Poxon was assigned to the Executive Officer position at 84 Wing before attending USAF Air Command and Staff College and USAF School of Advanced Air and Space Studies from 2015 to 2017. He has been selected to command 35 Squadron flying the C-27J Spartan aircraft at the completion of his studies.
3 Acknowledgements I would like to acknowledge the help and support of several individuals, without which I would not have been able to complete this thesis. My advisor, Dr. David Benson, and reader, Dr. Stephen Wright, spent countless hours reviewing drafts and providing insightful feedback. I would also like to thank Group Captain Darren Goldie (RAAF), who served as a devil s advocate during all stages of development. Additionally, Lieutenant Colonel Eamon Murray (USAF), Wing Commander James Radley (RAF), Lieutenant Colonel Matthew Riggs (Armee de l air) and Ms. Connie Heiss for their thoughtful review and advice. Most importantly, I want to express my sincere appreciation to my wife for her love, patience, and understanding. Contents Approval .. ii Disclaimer .. iii About the Author.
4 Iv Acknowledgements .. v Introduction .. 1 Schools of 6 Risk Model Setup .. 12 Risk Model .. 19 Defense Analysis .. 29 Attack Analysis and Evidence .. 31 USAF Risk Acceptance .. 43 Conclusion .. 45 Appendices .. 47 Bibliography .. 58 Illustrations Figure 1 SANS Institute SOCIAL MEDIA Risk Figure 2 Assessment Scale: Overall Figure 3 Likelihood of Threat Event Initiation ..21 Figure 4 Consequence of Threat ..22 Figure 5 Risk Modelling Figure 6 Remaining Figure 7 Mitigated vs. Unmitigated 1 Introduction It s the great irony of our Information Age the very technologies that empower us to create and build also empower those who would disrupt and of your greatest strengths, in our case, our ability to communicate to a wide range of supporters through the internet-could also be one of our greatest vulnerabilities.
5 President Barack Obama White House Briefing 29 May 2009 This article analyzes the use of SOCIAL MEDIA by military organizations. It asks, why has the United States Air Force (USAF) become more transparent regarding the use of SOCIAL MEDIA , while other Air Forces remain cautious? Why, for example, does the USAF have more than one thousand official SOCIAL MEDIA pages for wings, bases, and squadrons when the Royal Australian Air Force (RAAF) and Royal Air Force (RAF) limit their exposure to a few? More importantly, what are the consequences of this approach? The ACCEPTED wisdom implies that the USAF is considerably different in size, capability, and resources when compared to other Air Forces. For example, the USAF is approximately twenty times larger in terms of active duty personnel and annual operating budgets than the These additional resources enable the USAF to develop policies, guidelines, and training to engage in a range of new MEDIA technologies.
6 Nevertheless, all Air Forces face similar organizational objectives: creating a safe and cohesive workplace, managing a deployed workforce, recruitment, community engagement, brand management, and support for personnel and families. It appears at the outset of this study that USAF commanders utilize the ubiquitous and expressive 1 USAF official website. Air Force Demographics. Accessed 31 December 2016. ; Australian Government Department of defence , defence Issues Paper 2014 (Australia: Commonwealth of Australia, 2014), 36, ; Secretary of the Air Force Public Affairs, AF Presents Fiscal Year 2017 Budget, Air Force. 09 February 2016, ; Commonwealth of Australia, 2016 defence White Paper (Department of defence , 2016), 180, 2 characteristics of SOCIAL MEDIA to complement their strategic communication goals and achieve their organizational objectives.
7 SOCIAL MEDIA represents the greatest increase in expressive capability in During the twentieth century, the significant advances in MEDIA technology have enabled new ways of communicating, including the invention and popularization of the radio, television, and telecommunications. However, the expressive capabilities of these MEDIA are limited. The MEDIA that supported conversation could not create groups. The MEDIA that created groups did not support conversation. To illustrate, print MEDIA , television, and radio distribute one message among a group of people; while the telephone enables conversation, it is limited in distribution. The advent of SOCIAL MEDIA amalgamates both groups and conversations, enabling a fusion of friends, families, interest groups, traditional MEDIA , business, politics, and military organizations The new MEDIA environment presents opportunities for military organizations that have positive and negative outcomes.
8 On the one hand, SOCIAL MEDIA enables transparency, openness, and connection with a global audience. These characteristics promote accountability, participation, and On the other hand, the overwhelming digital footprint generated by SOCIAL MEDIA creates an information-rich environment for adversaries to Furthermore, the use of SOCIAL MEDIA may have a detrimental impact on a military organization s mission, capability, reputation, and The conflict between the benefits of transparency and the demands of security creates tension within military organizations. While tension existed in traditional forms of MEDIA , the ubiquitous, expressive, and permanent nature of the new MEDIA environment 2 Clay Shirky, How SOCIAL MEDIA Can Make History, June 2009, pt.
9 2:02, #t-192111. 3 Shirky, How SOCIAL MEDIA Can Make History, pt. 3:10. 4 Managing Director, Open Government Directive, Federal Communications Commission, December 8, 2009, 5 Singer and Allan Friedman, Cybersecurity and Cyberwar, , 45. 6 Nurul nuha Abdul Molok, Shanton Chang, and Atif Ahmad, Information Leakage through Online SOCIAL Networking: Opening the Doorway for Advanced Persistence Threats (Edith Cowan University, November 30, 2010), 70, 3 demands that organizations strike a balance between transparency and security to find an acceptable middle Upon arrival to the , the author was perplexed by the level of transparency the USAF accepts with its use of SOCIAL MEDIA . A cursory glance through squadron, group, and wing SOCIAL MEDIA sites uncovers a wealth of information about personnel, families, missions, and emerging capabilities.
10 8 A few examples include airmen s names, family photos, special operations training, flight schedules, and aerial combat strikes. The use of SOCIAL MEDIA by the USAF is in stark contrast to the RAAF. The RAAF employs six official sites and limits commanders within the organization by requiring 2-star approval to utilize official SOCIAL At the outset of this study, the author believed that the USAF has swung too far toward transparency and may pose an unnecessary risk to operational and personal security. However, what are these risks, and where are militaries vulnerable? The rapid rise of SOCIAL MEDIA has challenged leaders at all levels of military organizations to understand a new set of vulnerabilities and threat vectors that may impact their operations. Furthermore, there appears to be no risk analysis to inform military commanders in deciding whether to utilize SOCIAL MEDIA within their organizations.
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