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A COMPENDIUM OF BEST PRACTICES TO ACCOMPANY THE NATIONAL insider THREAT MINIMUM STANDARDS insider THREATGUIDEINSIDER THREATN ationalTask Force2017 THE insider THREAT MISSION IS A DYNAMIC EFFORT REQUIRING CONSTANT EVALUATION, FRESH PERSPECTIVES, AND UPDATED 2014, the National insider THREAT Task Force (NITTF) published its Guide to Accompany the National insider THREAT Policy and Minimum Standards to orient Government departments and agencies to the various concepts and requirements embedded within the national program. Of course, many things can change in a span of three years. The THREAT landscape continually evolves, technology shifts rapidly, and organizations change in response to various pressures.

insider threat programs consistent with mission needs. While every D/A with access to classified information must adhere to the requirements set forth in the Policy & Standards, the NITTF realizes that this effort cannot have a “one size fits all” approach.
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    	1 A COMPENDIUM OF BEST PRACTICES TO ACCOMPANY THE NATIONAL insider THREAT MINIMUM STANDARDS insider THREATGUIDEINSIDER THREATN ationalTask Force2017 THE insider THREAT MISSION IS A DYNAMIC EFFORT REQUIRING CONSTANT EVALUATION, FRESH PERSPECTIVES, AND UPDATED 2014, the National insider THREAT Task Force (NITTF) published its Guide to Accompany the National insider THREAT Policy and Minimum Standards to orient Government departments and agencies to the various concepts and requirements embedded within the national program. Of course, many things can change in a span of three years. The THREAT landscape continually evolves, technology shifts rapidly, and organizations change in response to various pressures.
2 Thus, the insider THREAT mission is a dynamic effort requiring constant evaluation, fresh perspectives, and updated approaches. As a result, the NITTF is releasing the 2017 Guide: A Compendium of Best Practices to Accompany the National insider THREAT Minimum Standards. This product is an update to the 2014 Guide to Accompany the National insider THREAT Policy and Minimum Standards, but with new emphasis on alignment with the national minimum standards so that departments and agencies can fully interpret and meet all of the requirements. Furthermore, this 2017 guide contains best practices to help insider THREAT managers overcome common challenges and establish functional programs with fewer complications.
3 It is important to recognize and thank the Government insider THREAT community for your daily efforts and contributions as this collection of best practices would not be possible without your input. Simply stated, this is your guide. It is filled with your lessons learned and designed for you to use as a mechanism to build, maintain, and enhance your programs. However, this product is by no means a culminating report for either the insider THREAT enterprise or the NITTF, as there is still a long road ahead. Ensuring that all applicable Government entities meet the programmatic minimums is just the first step.
4 The NITTF is already examining ways to help programs become more effective in deterring, detecting, and mitigating insider threats and more efficient in conducting daily operations. Going forward, the NITTF will continue to lean on your support and collaboration. The NITTF will continue to be a resource for you as you endeavor to diminish the insider THREAT to our national OF CONTENTSINTRODUCTIONHOW TO USE THIS GUIDEHELPFUL REFERENCESLAYING THE FOUNDATIONSI. DESIGNATION OF SENIOR OFFICIAL(S)II. insider THREAT PROGRAM PERSONNELIII. EMPLOYEE TRAINING AND AWARENESSIV.
5 ACCESS TO INFORMATIONV. MONITORING USER ACTIVITY ON NETWORKSVI. INTEGRATION, ANALYSIS AND RESPONSE01030406122634404858 DEPARTMENTS AND AGENCIES WITH MATURE, PROACTIVE insider THREAT PROGRAMS ARE BETTER POSTURED TO DETER, DETECT, AND MITIGATE insider THREATS BEFORE THEY REACH A CRITICAL POINT AND POTENTIALLY HARM NATIONAL SECURITY. 1 INTRODUCTIONMore than five years have passed since Executive Order ( ) 13587 required executive branch departments and agencies (D/As) with access to classified information to implement an insider THREAT detection and prevention program. Since then, the executive branch has made considerable progress in meeting that goal.
6 The White House Memorandum on National insider THREAT Policy and Minimum Standards for Executive Branch insider THREAT Programs (hereinafter Policy & Standards ) laid out the twenty-six minimum standards that D/As are required to meet. The intent of this guide is to assist D/As in their implementation of these minimum also established the National insider THREAT Task Force (NITTF) to assist in the development of an Executive Branch-wide national insider THREAT program. In addition to developing the Policy & Standards, the NITTF has become central to the continued maturation of the national insider THREAT community.
7 The NITTF provides individualized technical and programmatic assistance to D/As, conducts training, disseminates best practices, and is championing the push to professionalize and standardize the insider THREAT career field. Perhaps most importantly, the NITTF is conducting independent assessments of D/A insider THREAT programs to gauge their implementation of the minimum standards. The knowledge gained from these assessments and community outreach efforts has informed much of this requirements contained in and the Policy & Standards extend beyond the safeguarding of classified information on computer networks and systems.
8 By the definition contained in the Policy & Standards, insider THREAT detection requires the establishment of capabilities that apply to classified information in all its forms, including information stored digitally as well as the activities of persons who maintain physical access to that information. For that reason, an agency program shall encompass the deterrence, detection, and mitigation of classified information residing outside the network focuses primarily on the safeguarding and sharing of classified national security information, the NITTF recognizes that many agencies possess information they consider extremely sensitive and critical even though it may not classified.
9 While the principles and practices discussed herein are written to help agencies comply with the Policy & Standards, such efforts can be applied to protect a sensitive unclassified environment. In addition to , D/As should consult any unique authorities (statutory or otherwise) that provide the ability to expand the scope or responsibility of insider THREAT programs consistent with mission every D/A with access to classified information must adhere to the requirements set forth in the Policy & Standards, the NITTF realizes that this effort cannot have a one size fits all approach.
10 D/As are provided a great deal of latitude to develop a program tailored to their unique mission, organization, culture, and THREAT landscape provided they meet the twenty-six minimum standards. Because there is such departmental diversity across the United Stated Government (USG), no two programs will be exactly alike. Thus, not every lesson learned or best practice contained in this guide may be directly applicable to every D/A program. However, the NITTF hopes that the insights within this compendium offer D/As innovative and valuable ways to address challenges, enhance capabilities, ultimately comply with all programmatic requirements, and even go above and beyond the minimum standards when appropriate.
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